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Florida Governmental Agency Digital and Electronic Signatures
Florida law relative to Public Records is “technology friendly,” and includes electronic records and digital and electronic signatures.  Section 668.50(17), F.S., provides in part, “Each governmental agency shall determine whether, and the extent to which, such agency will create and accept send electronic records and convert written records to electronic records.”  Continuing in section 668.50(18)(a), F.S., “Except as otherwise provided in paragraph (12)(f), each governmental agency shall determine whether, and the extent to which, such agency will send and accept electronic records and electronic signatures to and from other persons and otherwise create, generate, communicate, store, process, use, and rely upon electronic records and electronic signatures.
Section 668.004, F.S. provides, “Unless otherwise provided by law, an electronic signature may be used to sign a writing and shall have the same force and effect as a written signature.”  Further, section 668.50(7)(a) and (b), F.S. provides in summary a record or contract or signature may not be denied legal effect or enforceability solely because the record or signature is in electronic form.

Section 668.003(3), F.S. defines “Digital signature” as “a “a type of electronic signature that transforms a message using an asymmetric cryptosystern such that a person having the initial message and the signer’s public key can accurately determine:  (a) Whether the transformation was created using the private key that corresponds to the signer’s public key.”  And (b) “Whether the initial message has been altered since the transformation was made.”
Section 668.003(4), F.S. defines “Electronic signature” as “any letters, characters, or symbols, manifested by electronic or similar means, executed or adopted by a party with an intent to authenticate a writing.  A writing is electronically signed if an electronic signature is logically associated with such writing.”  Section 668.50(2)(h), F.S. further defines “Electronic signature” to mean “an electronic sound, symbol, or process attached to or logically associate with a record and executed or adopted by a person with the intent to sign the record.”
Section 668.006, F.S. provides, “The head of each agency shall be responsible for adopting and implementing control processes and procedures to ensure adequate integrity, security, confidentiality, and auditability of business transactions conducted using electronic commerce.”  Although AGO 2005-34 answers essentially these issues in part and includes extensive legal reference; a thorough review of Sections 668.003 through 668.006, F.S. should be made prior to a Florida Governmental Agency using electronic or digital signatures.
